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Introduction

Data governance is the means by which organizations or groups of organizations make decisions about their
collective information assets. It is the foundation of a successful statewide longitudinal data system (SLDS)
program. In turn, a successful data governance program requires a number of components to ensure that it functions
well and fulfills its objectives.

This rubric is designed to help state agency staff members (1) understand the scope of a mature data governance
program and the documentation and practices that support it, and (2) evaluate the current status of their
organization’s data governance program in four areas:

* Purpose

e Structure

* Operations

» Policies and processes

Completing the rubric can help organizations assess the existence and completeness of key components of their data
governance programs, as well as identify areas and recommendations for further development.

Completing the Rubric
The four sections of the rubric—purpose, structure, operations, and policies and processes —list key components of
a data governance program. For each component, read the description and use the Component Evaluation column to

indicate its current status in your organization’s data governance program with one of the following indicators:

 Fulfilled. The component is adequately represented in the data governance program.
* Action(s) Recommended. Additional work is needed to fully implement the component.

Use the Comments column to describe any recommended actions or to note enhancements that can be made to a
fulfilled component. In the Priority column, indicate whether the component should be a high, medium, or low

priority for the organization’s future data governance work.

In the Next steps and action plan section at the end of the rubric, record specific actions to address the data
governance priorities, persons responsible for them, and anticipated completion dates.

Additional Resources

Resources related directly to data governance purpose, structure, operations, and policies and processes can be
found in the corresponding sections of the rubric.

National Forum on Education Statistics: Forum Guide to Data Governance
https://nces.ed.gov/forum/pub_2020083.asp

SLDS Data Governance Toolkit
https://slds.ed.gov/#program/data-governance

SLDS Guide: Developing Effective Data Policies and Processes
https://slds.ed.gov/#communities/pdc/documents/18418




Rubric
Purpose
Clarifying and documenting the intended purpose and scope of data governance is important to ensure that all data

governance members and stakeholders have common expectations for the program. The components covered in this
section often are documented in a data governance charter, also called a data governance policy.

Learn more about establishing and documenting data governance program purpose in the following resources:

Data Governance Charter Guide & Template: Single Agency Version
https.//slds.ed.gov/#tcommunities/pdc/documents/3079

Data Governance Charter Guide & Template: Interagency Version
hitps://slds.ed.gov/#communities/pdc/documents/17561

SLDS Issue Brief: Communicating the Value of Data Governance
https://slds.ed.gov/#tcommunities/pdc/documents/15066

Component
Component Evaluation Comments Priority

Purpose: The data governance program has a
defined purpose (e.g., mission, core principles,
goals, objectives) including how it and the data
system support the state’s or organization’s
policy and program goals.

Scope: The universe of data overseen by the
data governance program is defined.

Value: The value of the data governance
program and data system to the organization
and stakeholders is articulated.

Use of Data: How data governance supports
the use of data and the types of data uses it
enables is described.

Structure
Clearly defining the data governance structure, including roles, responsibilities, and relationships among groups,

is important to ensure that data governance members understand their roles within the broader data governance
program and that the program includes appropriate representation and decisionmaking authority.

Learn more about the data governance program structure in the following resources:

SLDS Guide: Single Agency Data Governance: Roles and Responsibilities
https://slds.ed.gov/H#communities/pdc/documents/17092

SLDS Guide: Interagency Data Governance: Roles and Responsibilities
https://slds.ed.gov/#tcommunities/pdc/documents/17093




Component

Component
Evaluation

Comments

Priority

Data Governance Structure: The structure is
defined and includes at least a leadership- or
policy-level group and an implementation-
level group.

Representation: Every agency or program
area responsible for data overseen by the data
governance program is represented in all data
governance groups.

Authority: The role, responsibilities, and
decisionmaking authority of each data
governance group are described.

Relationships Among Groups: The
relationships (including issue escalation and
resolution) and communication mechanisms
among the data governance groups are defined.

Data Governance Coordinator: A role
responsible for overseeing the data governance
program and coordinating among data
governance groups is established and staffed.

Member Responsibilities and Expectations:
Concrete responsibilities and expectations of
the members of each data governance group are
defined and communicated.

Data Stewardship: All data stewards have
a clearly defined scope of data elements for
which they are responsible.

Member Selection: Criteria for membership
in each data governance group are established,
including how members are selected and
rotated (if applicable) and how members are
added as the program evolves.

Advisory Roles: If applicable, the
responsibilities and expectations of advisory
(nonvoting) roles in the data governance
group(s) for key stakeholders (e.g., data
contributors, researchers) are defined.

Relationships to Outside Groups: If
applicable, relationships between the data
governance program and related external
advisory or stakeholder groups are defined.




Operations

Data governance operations define how the work of data governance will be executed, including the norms and
practices that put the program’s purpose, structure, policies, and processes into action.

Learn more about the data governance program operations in the following resources:

Data Governance Manual Template: Single Agency Version
https://slds.ed.gov/Hcommunities/pdc/documents/17883

Data Governance Manual Template: Interagency (P-20W+) Version
https.//slds.ed.gov/#ticommunities/pdc/documents/18390

Component

Component
Evaluation Comments

Priority

Decisionmaking Model for Each Group: Each
data governance group with decisionmaking
responsibilities has a documented and
implemented decisionmaking model (e.g.,
majority vote, two-thirds vote, consensus
model) that also specifies any required threshold
of representation for a decision to be made.

Frequency of Convening: The convening
frequency of each data governance group is
established and executed.

Data Issues: The data governance program
has an established process for identifying,
prioritizing, escalating, and resolving issues
that inhibit data quality and data use.

Knowledge Management: The data
governance program decisions and issue
resolutions are documented and made available
to all data governance members.

Manual Development and Maintenance: All
data governance program members have an
opportunity to review and provide input into
the initial draft data governance manual and

as part of each annual (at a minimum) update.
The leadership- or policy-level data governance
group officially approves the manual.

Adding New Participating Entities: The data
governance program has a documented policy
and associated process for proposing, reviewing,
approving, and inducting new entities into the
SLDS, including criteria for eligibility.

Member Induction: The data governance
program has a documented and implemented
onboarding process to familiarize new
members with the data governance program,
their responsibilities and expectations, and the
data policies and processes.




Policies and processes

Data policies and processes define how data will be
managed purposefully and consistently throughout the
information lifecycle in support of the data governance
program’s purpose. e— Develop
For each of the components listed below, mature data e S

governance programs will have explicitly decided ‘
whether policies, processes, or both are needed. They
also will have established a strategy for creating and
operationalizing policies and processes that includes
the following stages of implementation (FIGURE 1):
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1. Prioritize policies and processes for implementation.
2. Develop policies and processes with input from
key stakeholders.

. Document the policies and processes.

4. Approve the policies and processes with
organization and program leaders.

5. Communicate policies and processes to stakeholders affected by them.

6. Train individuals who will implement or abide by the policies or processes on how to integrate them into
their work.

7. Enforce compliance with the policies and processes and address any problems with implementation.

8. Maintain policies and processes through an annual review and update cycle to ensure their continued relevance.

W

Data governance policies and processes may be documented in the data governance manual, and the manual should
include references or links to all policies and processes.

Learn more about developing data governance policies and processes with the following resources:

SLDS Guide: Developing Effective Data Policies and Processes
https://slds.ed.gov/#communities/pdc/documents/18418

Data Policy and Process Self-Assessment
https://slds.ed.gov/#tcommunities/pdc/documents/18418

Component
Component Evaluation Comments Priority
SLDS Expansion: The data governance
program has documented and implemented the
policy and process for adding datasets and data
sources to the system.

Metadata: The data governance program has
documented and implemented a process for
capturing, maintaining and making available
metadata, including a data collection calendar
and a data dictionary.

Master Data Management: For enterprise data
elements contributed by more than one source,
the data governance program has determined
and documented the source of record.




Component

Component
Evaluation

Comments

Priority

Data Matching: The data governance program
has documented and implemented a data
matching process, including quality controls to
reduce over- and under-matching.

Data Collection: The data governance
program oversees the creation and
implementation (by all agencies involved, if
multi-agency data governance) of the process
to prepare and submit data to the system, and
the process to request and execute changes

to data collections, or if multi-agency data
governance, the notification process for
changes to data collected.

Data Destruction: The data governance
program has documented and implemented a
data destruction policy and associated processes
to ensure compliance by participating entities
and external data requesters.

Data Quality: The data governance program
has documented and implemented policies
and processes to ensure that data are
accurate, complete, timely, and relevant to
stakeholder needs.

Data Use Priorities: The data governance
program has documented and implemented

a research or data use agenda that is used to
prioritize the creation of data products as part
of the data request process.

Data Requests: The data governance program
has documented and implemented a data
request policy and associated process for
submitting, reviewing, approving or denying,
and fulfilling data requests.

Data Sharing Agreements: The data
governance program oversees development,
maintenance, and enforcement of data
sharing agreements.

Data Release and Reporting: The data
governance program has documented and
implemented a data release policy and
associated process for ensuring that data and
data products from the system have been (1)
validated by the appropriate individual(s) or
entities and (2) created in accordance with
reporting standards to ensure sufficient data
privacy, quality, and consistency over time.




Component

Component

Evaluation

Comments

Priority

Data Privacy and Confidentiality: The data
governance program has documented and
implemented a data privacy and confidentiality
policy as well as associated processes and
training to ensure that all relevant federal

and state privacy and confidentiality laws are
followed by participating entities and external
data requesters.

Data Security: The data governance program
has collaborated with IT to develop and
implement a data security policy and associated
protections to ensure that data are securely
transmitted and stored, including responding to
data breaches.

Next steps and action plan

Use this section to record recommended tasks and next steps for addressing components identified and prioritized
in the rubric as requiring action. For each task, identify the person or entity responsible for carrying it out and an

anticipated due date.

Task

Assigned To

Due Date

10.
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